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Abstract: Routing Attacks are a serious threat to communication in tactical MANETs.
TOGBAD is a centralised approach, using topology graphs to detect such attacks. In
this paper, we present TOGBAD’s newly added wormhole detection capability. It is
an adaptation of a wormhole detection method developed by Hu et al. This method
is based on nodes’ positions. We adapted it to the specific properties of tactical
environments. Furthermore, we present simulation results which show TOGBAD’s
performance regarding the detection of wormhole attacks.
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1

Introduction

In tactical environments (i.e. military or disaster response scenarios) sensitive data (e.g. soldier
positions) is transmitted via insecure links. Additionally, there is a high probability of hostile
units and the disturbance or eavesdropping of communication may lead to severe consequences,
in the worst case even to loss of human life. Thus, secure communication is mandatory in
tactical environments. Tactical multi-hop networks possess a property that can be exploited
for security purposes. In such scenarios, there exists a command and control structure. The
communication necessary for this structure leads to two types of nodes: fully equipped and lightweight nodes. The fully equipped nodes have access to power supply and therefore use more
powerful hardware. The light-weight nodes use battery-driven and therefore not so powerful
devices. As an example one may think of a hostage rescue scenario, where the fully equipped
node is an armoured vehicle, while the light-weight nodes are infantry units.
In the following, we assume that cryptographic keys are available and in use. Thus, confidentiality, integrity, and authenticity of transmitted packets are provided by cryptographic means.
We consider insider attacks, i.e. attacks of nodes owning valid keys. For example, these attacks may be performed by attackers taking over nodes owning valid keys. One way to detect
insider attacks is to use intrusion detection, or to be more specific anomaly detection. TOGBAD
[GAM10], is an anomaly detection approach using topology graphs to counter routing attacks in
tactical multi-hop networks. It exploits the structure of tactical multi-hop networks by running
the detection instances on the fully equipped nodes. In this paper, we enhance TOGBAD with
wormhole detection capability. In detail, we present studies on attackers launching a wormhole
attack and an evaluation of TOGBAD’s wormhole detection.
The remainder of this paper is structured as follows. We first introduce routing attacks (sect.
2). Afterwards, we present related work in the field of wormhole attacks and their detection in
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distance-bounding
[CBH03]
[HPJ03]
[LPM+ 05]
[KG08]
[WBLW06]
[XOL+ 07]

time-bounding
[CKLJ08]
[EKF06]
[HPJ03]
[KBS05]
[SLG+ 07]
[WBLW06]

statistical
[BDV05]
[GMW+ 06]
[SQL05]

structure-based
[HKT09]
[HCJ07]
[MGD07]
[LS10]
[WL06]

direction-based
[HE04]

Table 1: Overview of Wormhole Research

multi-hop networks (sect. 3). The following section introduces TOGBAD, our approach to detect
routing attacks and our recent enhancements to it (sect. 4). After that, we first introduce our
simulation environment and then show our evaluation concerning the quality of our wormhole
detector (sect. 5). Finally, we conclude the paper (sect. 6).

2

Routing Attacks

In wireless multi-hop networks (e.g. MANETs, Mesh networks), every node of the network can
be part of the routing process. Hence, it is quite easy for a node to influence routing in such
networks. An attacker sending false routing information can try to forge routes and by doing
so gain access to data transmitted in the network. Having gained this access, an attacker may
try to achieve different goals: eavesdrop, manipulate or drop traffic. These attacks are already
mentioned in previous work, e.g. in [HPJ03]. In this paper we focus on an attack known as
wormhole attack.
To launch a wormhole attack, one or more attackers capture traffic in one region and replay it
in a distant region of the network. There are different ways to realize such a wormhole. They can
be classified into in-band or out-of-band wormholes. This classification is based on the channel
used by the attackers. If the attackers use the channel of the attacked network, it is named an
in-band wormhole. Consequently, if the attackers use a separate channel for communication, it
is named an out-of-band wormhole. In this paper, we focus on an out-of-band wormhole, since
an in-band wormhole has two major drawbacks. First, the route to the destination node may fall
prey to the attack itself and no route may be found. Second, the in-band wormhole introduces a
significant delay. Therefore, one may question the impact such an attack would have. For details
on different possibilities to launch a wormhole attack we refer to [KBS05]. In the following, we
consider two collaborating attackers using an out-of-band link to tunnel traffic.

3

Related Work

The research conducted concerning wormhole attacks in multi-hop networks so far can be divided into five categories (cf. Tab. 1): distance-bounding, time-bounding, statistical, structurebased and direction-based. Distance-bounding approaches use geographical information to bound
the distance between two nodes able to communicate with each other. Time-Bounding apProc. WowKiVS 2011
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proaches introduce time restrictions (e.g. on answering to requests) to detect wormholes. Statistical approaches use statistical means for wormhole detection. Structure-based approaches
observe the network structure and use special structures induced by wormholes for detection.
Direction-based approaches use the direction a transmission is sent/received from for detection
purposes.
[HE04] is a direction-based approach. It uses directional antennas. Each antenna is assigned
different zones and determines for each message in which zone the received signal power is
maximal. Neighboring nodes should receive each other’s transmissions in opposing zones. This
approach requires directional antennas and therefore can not be applied in all kinds of networks.
[HKT09], [HCJ07], [LS10], [MGD07] and [WL06] are structure-based approaches. [HKT09]
introduces DeWorm, a protocol to detect wormhole attacks. Its basic idea is to compare the
length of alternative routes not passing through the wormhole to the length of routes including the
wormhole link. Due to the shortcut induced by a wormhole the alternative paths are significantly
longer than the paths using the wormhole link. This approach requires feedback from the nodes
on the route through the wormhole. Thus, it does not work for insider wormholes since an insider
may give false feedback to disturb the wormhole detection. [HCJ07] identifies structures in the
2-hop neighborhood of sensors. Based on these information shortcuts induced by a wormhole
are identified and virtual links are removed. Since not all shortcuts found by this approach result
from wormholes, the approach is subject to false alarms. [LS10] analyses the neighborhood
of nodes and detects anomalies in the connectivity information. The proposed protocol works
under some assumptions. One is that the nodes are uniformly and densely distributed. This
assumption is not valid for tactical multi-hop networks. Thus in these networks the protocol
is not applicable. In [MGD07] each node locally checks if there are forbidden structures in its
connectivity graph. This approach requires nodes to have detailed knowledge of the connectivity
in their k-hop neighborhood with k potentially greater than 2. In highly dynamic environments
like tactical multi-hop networks this knowledge is very hard to gain and maintain. [WL06]
uses a combination of visual representation of network topology, user interaction, and automatic
analyses to defend against wormholes. The network topology is visualized and based on the
shortcuts induced by a wormhole the attack is detected. This approach requires user interaction
and thus is not applicable to tactical environments with non-expert users potentially under high
stress.
[BDV05], [GMW+ 06] and [SQL05] fall into the category of statistical approaches. [BDV05]
is a wormhole detection approach for sensor networks. It uses statistical means to detect variances in number of neighbors or an increase in the number of short routes. The algorithms run
on the base station in sensor networks. The approach assumes that sensor nodes securely can
transmit valid neighborhood information to the base station. Thus, the base station has a central,
correct view of the actual network topology. In more dynamic tactical multi-hop networks it is
very difficult to gain such a precise view on the network topology. Especially to gain a view that
is not influenced by the wormhole. [GMW+ 06] bases on timing analyses of routing traffic in a
network. Proactive routing protocols need to exchange management information on a periodic
basis. The assumption is that a wormhole leads to a significant delay and thus can be detected
by timing analyses. The approach is only applicable with proactive routing protocols. [SQL05]
considers an on-demand multi-path routing protocol. Wormholes are detected by checking the
relative frequency a link appears in reply to one route discovery and the difference of appearances
3 / 12

Volume 37 (2011)

Wormhole Detection using TOGBAD

between the most frequently appeared link in one response to second most frequently appeared
link. The approach is restricted to on-demand protocols.
[CKLJ08], [EKF06], [KBS05], and [SLG+ 07] are time-bounding approaches. In [CKLJ08]
nodes measure the time until a reply to a given request reaches the sender of the request. If
this time exceeds a threshold, a wormhole is assumed. Depending on the type of wormhole, the
reply via the wormhole can reach the sender of the request earlier than the reply via the valid
route. Thus, this approach is not able to detect all kinds of wormholes. [EKF06] introduces
TrueLink, a timing based countermeasure to wormhole attacks. Link verification is performed
between neighboring nodes and is based on the assumption that a wormhole is not able to relay
messages fast enough to break the strict timing constraints used in the link verification procedure.
This approach does not work against attackers having compromised nodes and announcing links
between themselves. [KBS05] uses guard nodes for links. Each guard node has a threshold on
the time when a packet must be forwarded by the observed nodes. If this threshold is exceeded,
the guard generates an alarm. For this approach, the guard nodes need to reliably overview
all transmissions, which is not trivial in wireless networks. [SLG+ 07] considers only in-bandwormholes. The wormhole detection is based on the increased round-trip-time induced by inband-wormholes. Since out-of band wormholes may even shorten round-trip-times, the detection
method from [SLG+ 07] does not work against all kinds of wormholes.
[HPJ03] presents a distance-bounding as well as a time-bounding approach, while [WBLW06]
combines distance and time-bounding. [HPJ03] introduces geographical and temporal packet
leashes. For the geographical leash approach, each sending node includes its location and the
sending time of the packet in each packet. Each node approximates the propagation ranges.
Based on its approximation and the information in the packet concerning position of the sending
node and sending time of the packet, a receiving node may check whether the packet travelled
a distance above the maximum transmission range of a benign node. For the temporal leash
approach, each sending node includes the sending time of the packet in each packet. Each
receiving node determines if the packet traveled too far based on the reception and sending time
of the packet, the speed of light, and maximum transmission range of a benign node. Using these
approaches each node, including the light-weight nodes in tactical environments, checks packets
for plausibility. This leads to calculation effort for each node which shortens the lifetime of the
light-weight nodes. [WBLW06] is an end-to-end approach. For detection of false packets, the
sending node includes the sending time and its position in the packet. Each intermediate node
attaches time and position when it receives and forwards the packet to the packet. Based on
these informations plausibility checks are performed concerning claimed neighborhood, moving
speed of nodes, and traveling time of the packet. Data, routing, or separate packets may be
used as detection packets. By using this approach the major part of the calculations (e.g. the
plausibility checks) has to be done by the receivers. As lightweight nodes are receivers as well,
this approach may not be usable.
[CBH03], [KG08], [LPM+ 05] and [XOL+ 07] use distance-bounding approaches. [CBH03]
proposes Mutual Authentication with Distance-Bounding (MAD). It uses a challenge-response
technique to determine an upper bound on the physical distance between nodes. Thus, a node
cannot cheat another node by appearing to be closer than it really is. [KG08] performs a test
on end-to-end basis. Detection packets are used where each node transmitting such a packet
attaches its location and range to the packet. Routing, data, or separate packets may be used as
Proc. WowKiVS 2011
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detection packets. The destination node checks whether the distance travelled by the packets is
plausible given the hop count of the packet. If the travelled distance is not plausible, a wormhole
is detected. Again, this approach may lead to high effort for the light-weight nodes in tactical
environments. [LPM+ 05] uses guard nodes. The detection of a wormhole is based on the single
guard property (reception of multiple copies of an identical message from one guard) and the
communication range constraint property (a node hears two guards which are too far apart).
[XOL+ 07] first creates a representation of the network using probe packets which are flooded
through the network. Based on the information gained in this step, each node computes a local
map for its neighbors. If the maximum distance between two neighbors of one node in such a
local map exceeds a certain threshold, a wormhole is detected.
To the best of our knowledge, our approach is the only one especially tailored to the specific
characteristics of tactical environments. By using information available in such environments,
we are able to use synergies and reduce the overhead induced by our approach. Furthermore, the
detection routines run on the fully equipped nodes. This minimizes the effort for the light-weight
nodes sparing critical resources like energy and CPU power.

4

TOGBAD

In this section we present our approach Topology Graph based Anomaly Detection (TOGBAD).
TOGBAD is a centralised anomaly detection method against routing attacks in tactical multi-hop
networks. It uses the structure of tactical multi-hop networks by running the detection routines
centrally on the fully equipped nodes. A detailed description of a preliminary version can be
found in [GAM10].

4.1

Basic Functioning

TOGBAD utilizes two types of instances corresponding to the two types of nodes present in
tactical multi-hop networks. The sensor instances of TOGBAD run on the light-weight nodes
of the tactical multi-hop network. These nodes act as watchdogs and periodically send reports
to a detection instance. From these reports the detection instances construct a graph modeling
the topology of the network. The detection instances run on the fully equipped nodes of the
multi-hop network. They perform plausibility checks between the actual topology represented in
the topology graph and the topology propagated by nodes in the network. By this, the detection
instances are able to detect nodes propagating fake topology. However, without enhancements
this version of TOGBAD is not able to recognize wormhole attacks. For more details to the basic
functioning of TOGBAD we refer to [GAM10].

4.2

Wormhole Detector

The basic idea of the wormhole detector is the one of the geographical leashes approach introduced in [HPJ03]. The distance travelled by packets in the network is checked for plausibility.
In the following, we present our approach TOGBAD-Wormhole which is an adapted version of
the geographical leaches approach.
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Our approach uses a period-based detection method. The sensor instances of TOGBAD send
reports about received packets to the detection instances of TOGBAD. At the detection instances,
for every reported link the distance a packet travelled over this link is checked. These link-based
detections are aggregated to a period-based detection.
The method takes advantage of the topology graph created by TOGBAD. This topology graph
offers a global view on the network topology. Additionally, each node in the graph is associated
with its node position. This enables TOGBAD-Wormhole to check the reported links in the
network for plausibility. A single-link based approach is prone to detection errors. A single link
might be falsely classified for a number of reasons, e.g. due to position inaccuracies. Therefore,
we use a period-based approach. In a given time frame, our approach aggregates the single
decisions and decides based on this aggregation whether an attack occured or not. This detection
method takes advantage of a wormhole attack’s special property in wireless networks.
When a wormhole attacker is able to capture and replay a packet from one node, at the end of
the wormhole tunnel the packet is usually not only received by a single node, but rather a larger
number of nodes. Hence, the period-based detection method analyzes all links reported in the
last period. It triggers an alarm, if at least k links -with the same link’s source node- are detected
as wormhole links during a detection period. In this work, we manually choose a static threshold
k. In an ideal world the optimal threshold would be the number of nodes that receive the replayed
packets of a wormhole attacker. However, in reality one cannot determine this number. Thus,
the choice for the threshold should be based on the number of neighbors for each node, since
this gives an approximation of the number of reports to be expected over a node’s behavior. At
this point it is left as future work to determine the threshold automatically and dynamically. In
Detail, TOGBAD-Wormhole works in the following way: Let be posA the position of node A, t
the current time, UA the time of the last position update of node A, v the maximum velocity of a
node and δ the maximum position error then: dist(A, B) := kposA − posB k − (2 ∗ t −UA −UB ) ∗
v−2∗δ.
Let be CRA the maximum communication range of node A. The detection instances consider
a link malicious, if dist(A, B) > CRA .
This is the already mentioned link-based detection, which is an only slightly changed variant
of the geographical leashes approach by Hu et al. [HPJ03]. In our period-based approach, the
detection instances generate an alarm, if #malicious links > threshold k.
Compared to the geographical packet leashes approach from [HPJ03], the three main differences of our approach TOGBAD-Wormhole are: (a) Central plausibility check. In our approach
the check of the distance is not done at every node but centrally at the detection instances. This
spares critical resources at the light-weight nodes. (b) Aggregation of detections. An alarm decision on a per packet basis may lead to a high number of false alarms. Therefore, we aggregate
single detections and decide on a periodical basis whether a wormhole is present or not. (c) No
alteration of data/routing packets necessary. Our approach does not need the addition of information to data/routing packets. In tactical environments there is a command & control system
present and therefore at the fully equipped nodes node positions are available. Thus, we use
synergy effects to minimize the overhead of our approach.

Proc. WowKiVS 2011
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5

Evaluation

To evaluate our approach, we conducted simulations. In this section, we first introduce the used
simulation environment and afterwards present our simulation results. Concerning our simulation results, we first investigate the detection rate of a link-based approach (5.1). Afterwards, we
show the detection rate of our new, period-based approach (5.2) with and without packet loss.
Since we consider tactical environments, we choose Reference Point Group Mobility (RPGM)
[HGPC99] as mobility model. Due to the general characteristic of the wormhole attack only
routes with two or more hops are typically affected by the attack, when considering hop-count
based routing protocols. However, RPGM scenarios offer only a limited number of multi-hop
routes due to the properties of the applied RPGM mobility model. Nevertheless, in tactical
scenarios there typically are two kinds of communication channels present, intra-group and intergroup. In the following the inter-group communication channel is depicted as command channel.
Typically, the communication between tactical command and the troops in the field is inter-group
and therefore multi-hop communication. Thus, it is important to not only consider one-hop but
also multi-hop routes. Hence, the RPGM scenarios are generated with the additional criterion
that one node at maximum may reach 50% of all nodes within one hop.
The military units of the RPGM scenarios utilize a tactical MANET for voice communication
that is attacked by a wormhole in the conducted simulations. Due to the high amount of groupbased communication in tactical scenarios, we use multicast traffic for the voice communication.
All nodes are equipped with radio hardware with a maximum communication range of approximately 300m. All packets are sent with a transfer rate of 11Mbps and are routed by applying the
Simplified Multicast Forwarding (SMF) protocol using S-MPR (cf. [Mac09]). A combination
of log-distance and ricean fading is used as signal propagation model. The modelled military
mission consists of several fireteams of infantry soldiers that are moving in an area of 1000m
x 1000m. Each RPGM group consists of 5 nodes, which approximates the size of a military
fireteam. The maximum distance between a unit and its corresponding group center is set to
300m to model a closely operating infantry squad.
Since voice traffic is one of the main applications in tactical networks, we consider voice
traffic at 2400bps according to the specification of the MELP-Codec (Mixed-Excitation Linear
Predictive Coder, cf. [NAT02]). To create this traffic, we use the traffic model for disaster area
scenarios introduced in [AGFM06]. Each node is member of one global talk group to model
inter-group communication. Beside that, each modeled military squad has a local talk group, i.e.
each node is also member of a local talk group to model intra-group communication.
Node numbers of 15, 30 and 45 are considered. The scenarios’ node density increases by
the number of nodes, because all nodes are distributed on an area of equal size. For each node
number 400 replications are done with varying movements and traffic for a duration of 500
seconds. Additionally, only replications with a non-partitioned network for at least 90% of the
simulation time are considered, in order to prevent that two partitions are only connected over a
wormhole link, which will inevitably attract much traffic and may then distort simulation results.
Since the attackers will try to maximize their impact, they most likely will not attack nodes in
the same local talk group. Thus, in the RPGM scenarios, we uniformly choose the attackers from
different groups. Each attacker captures as much traffic (data and routing packets) as possible
(i.e. acts in promiscuous mode) and tunnels the captured traffic to the colluding attacker via an
7 / 12
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Figure 1: False Positives, False Negatives link-based approach

out-of-band link. Finally, the colluding attacker replays the tunneled traffic. The attackers tunnel
traffic between seconds 100 and 500 in all scenarios.

5.1

Link-based Approach

To demonstrate the benefit of our period-based approach, we first show results gained with a
link-based approach without aggregation of single detections. As metrics we use the rate of
False Positives and False Negatives.
Fig. 1(a) shows the rate of False Positives for different choices of the threshold for the maximum communication range (CR) of a node. In this figure the threshold is chosen between 280
and 300 meters. For all thresholds in this interval the median of False Positives is below 2%.
The median of False Positives decreases with increasing threshold down to below 1%. Due to
the increasing threshold a greater distance for each link is considered valid. Thus, less links are
considered malicious and the number of False Positives decreases.
In Fig. 1(b) the rate of False Negatives for different thresholds CR are shown. The rate of
False Negatives is significantly greater than the rate of False Positives. Even for a threshold of
280m the median is at approximately 40%. It further increases with increasing threshold. Thus,
the number of False Negatives is way to high for the link-based approach to work properly in
a realistic environment. The reason for the increase of the False Negatives with increase of the
threshold is analog to the explanation for Fig. 1(a). With increase of the threshold less links are
considered malicious. Thus, the number of False Negatives increases.

5.2

Period-based Approach

In this section we evaluate our new period-based approach. As metrics we use again the rate of
False Positives and False Negatives. We first show the performance of our approach for different
choices of CR and k. Afterwards, we show the impact of packet losses on the detection rate for
one specific choice of CR and k.
The period-based approach analyses all links it is aware of, aggregates these analyses and
Proc. WowKiVS 2011
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Figure 2: False Positives, False Negatives period-based approach

generates an alarm if the number of detected wormhole links exceeds a threshold k. The performance of the period-based approach heavily depends on the choice of the threshold k. Therefore,
in the following we pick the threshold k from the set {1; 2; 3; 4; 5; 6; 7} to adequately vary k. Additionally, we vary CR again between 280m and 300m, like we did for the link-based approach
(cf. Fig. 1). Fig. 2(a) illustrates the rate of False Positives over different choices of k and CR.
Independent on the choice of CR, for k = 1 the median of False Positives stays at 100%. With
increasing k and CR the rate of False Positives decreases. In particular greater choices of k lead
to a significant decrease of False Positives. For a choice of k = 4 (in combination with an appropriate CR) the median of False Positives drops to 0%. For k > 4 the median of False Positives
stays at 0% independent on the choice of CR.
Fig. 2(b) shows the rate of False Negatives over different choices of k and CR. The median of
False Negatives stays at 0% for all choices of CR and k. The number of outliers increases with
increasing k. For k = 6 and k = 7 the upper quartile also increases. For small choices of k the
detector generates an alarm for almost every round. This leads to an extremly high number of
False Positives and nearly no False Negatives. Nevertheless, with reasonable combinations of k
and CR the period-based detector leads to very good results with the median of False Positives
and False Negatives both at 0%. Especially a choice of k = 4 and CR = 300 leads to low False
Positive and False Negative rates. Therefore, in the following we use k = 4 and CR = 300. Altogether, by aggregating the single analyses the detection rate is significantly improved compared
to the link-based approach.
Our approach relies on reports sent from the sensor instances to the detection instances. Hence,
it is important to evaluate which impact losses of these reports have on the performance of our
approach. Thus, we consider the same scenarios as in the previous evaluation, but this time we
consider bursty packet losses. To model packet losses, we use a two-state Markov chain with
states loss and no loss. We vary packet loss rate and average burst length to measure both the
impact of increasing loss rate and burst length. Fig. 3(a) shows the rate of False Positives over
different packet losses and burst lengths. The median of False Positives does not increase with
increasing burst length or increasing packet loss. For increasing packet loss the upper quartile
9 / 12
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Figure 3: False Positives, False Negatives period-based approach with packet loss

even decreases. If the number of reports reaching the detection instances decreases, the number
of links considered malicious decreases. This leads to a decreased number of alarms and in
consequence to fewer False Positives.
Fig. 3(b) illustrates the rate of False Negatives over different packet losses and burst lengths.
The median of False Negatives does not increase for increasing burst length, but slightly increases
for increasing packet loss up to around 5% for a packet loss of 50%. The reason is again the lesser
number of reports reaching the detection instances. Thus, the number of reported malicious links
is smaller compared to the situation without packet losses and the number of False Negatives
increases. However, the approach is very robust against packet losses. Even for heavy packet
losses and long loss bursts, the median of False Positives and False Negatives stay very low with
0% respectively 5%.
In total, the period-based approach yields very low rates of False Positives and False Negatives
and thus a very good detection of wormhole attacks. Especially the aggregation of single analyses
significantly improves the detection rate. Additionally, the approach is very robust against packet
loss. Critical for the approach is the choice of the threshold k. One approach could be to adapt
the threshold dynamically. This is beyond the scope of this paper and left for future work.

6

Conclusion and Future Work

In this paper we introduced a new wormhole detection capability to our intrusion detection approach TOGBAD. We adapted an existing approach by Hu et al. to tactical environments and
modified it to work in a period-based manner. By doing so, we significantly improved its detection rate concerning a wormhole attack. Our approach is a centralistic distance-bounding one.
At the detection instances the distance of each link is checked for plausibility. The single analyses are aggregated. If a number of links above a certain threshold are considered as malicious,
an alarm is generated. With our modifications the approach showed a very low False Positive
and False Negative rate. It reliably detected the considered wormhole, even under heavy packet
losses. However, there are still questions which have to be examined in the future. Our approach
Proc. WowKiVS 2011
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has to be tested in more realistic scenarios concerning the mobility model. Furthermore, a reasonable choice for the threshold k has to be evaluated. Finally, a method to automatically and
dynamically determine the threshold should be developed.
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